
 

 

Using Received Signal Strength Indicator to Detect Node Replacement 
and Replication Attacks in Wireless Sensor Networks 

 
Sajid Hussain* and Md Shafayat Rahman 

Jodrey School of Computer Science, Acadia University 
Wolfville, NS, Canada B4P 2R6 

ABSTRACT 

With the advent of powerful and efficient wireless sensor nodes, the usage of wireless sensor networks (WSNs) has been 
greatly increased. However, various kinds of security breaches have also been introduced, which exposes the 
vulnerability of these nodes to defend the valuable data from some specific types of attacks. In this paper, we address 
node replication, replacement, and man-in-the-middle attacks. We analyze the feasibility of using received signal 
strength indicator (RSSI) values measured at the receiver node to detect these kinds of attacks. As RSSI value is readily 
available for every message received by a node, a successful utilization of this information in security breach detection 
can be a very important contribution.    

Keywords: wireless sensor networks, security, surveillance, intruder detection 

1. INTRODUCTION 
One of the main reasons that made the sensor nodes so widely used is their portability. The nodes are small and equipped 
with their own sensing, processing, and communication equipment as well as battery power. These sensors can be placed 
at remote and inaccessible regions in order to provide unattended monitoring. However, this property is also the main 
reason of different kinds of attacks over the wireless sensor networks (WSNs). The adversaries can physically access 
these unattended nodes for tampering or other malicious objectives. The possible attacks can be: extracting the 
cryptographic secrets and data, tampering with the associated circuitry, modifying or replacing the internal programming 
of the node, or even replacing the node entirely. In node replacement attack, an attacker removes the node from the 
network and replaces it with another node that is equipped with malicious code, which can cause severe damage to the 
network such as eavesdropping to valuable information, injecting malicious packets, and performing harmful 
instructions. 
  
Another prominent attack in WSN is “Man-in-the-Middle” attack. In this kind of attack, an adversary node captures the 
legitimate packets from another node and relays the packets to those parts of the network which is out of reach of the 
original sender. So the receiver nodes are deceived and consider the adversary as the original sender; the adversary 
pretends to have the same node id and there is no alteration in the original message.   To prevent this type of physical 
attack, one solution is to employ tamper-resistant hardware. The code and important data can be hardwired into the chip 
in such a way that it will be impossible to access from outside. Another more effective way is to implement some kind of 
self-destruction system so that whenever the node senses any physical attack, it will erase all the code and data, in order 
to minimize the loss. However, implementing tamper-proof hardware is expensive in WSNs. In this paper, we use an 
alternative scheme that will use the already available resources of WSNs and will detect a possible case of node 
replacement. Then, the network can decide what to do with the compromised entity; however, our focus is only the 
detection of the attack.    
 
The rest of the paper is organized as follows. Section 2 presents our proposed technique. Section 3 describes the other 
notable works in this particular area. Section 4 presents the system architecture, Section 5 explains the experiments and 
Section 6 provides results and discussion. Finally we conclude in Section 7. 

2.  PROPOSED TECHNIQUE 
 We investigate Received Signal Strength Indicator (RSSI) value measured on the received data packets as an indicator 
of possible node replication and physical replacement attacks. As we know, the recent operating systems for sensor 



 

 

nodes, like TinyOS, provide the option of calculating Link Quality Indicator (LQI) and RSSI values when a packet is 
received. Our objective is to find out whether the RSSI and LQI variation is significant enough to be used in real world 
environment. Man-in-the-middle attack can also be detected in this way, if each node in the network is initialized with 
expected RSSI signatures for other neighboring nodes. We conducted several experiments using MicaZ and TelosB 
sensor nodes. We programmed a sensor node to send data packets continuously over the radio, and collected those 
packets using another node. We changed various parameters, measured the RSSI values of the received packets in each 
case and did further analysis to find a possible signature that reflects the change. 

3. RELATED WORK  
The investigation of RSSI variation is an active research area. In [1], Kiyavash and Koushanfar presented a work which 
deals with finding the absolute position of a sensor node in a network which has been attacked by the intruders. They 
proposed a novel framework to detect the physical positions of the nodes, in an adverse condition, and then proposed an 
algorithm to find out the corrupted measurements. Their algorithm works in a randomized manner, that is, instead of 
implementing all the available data, it works with a random subset. Though their work uses RSSI data to measure the 
actual distances, their main emphasis was on their proposed framework and algorithm. 

In [2], Rasmussen and Capkun [2] presented radio fingerprinting. They generated distinguishable signal patterns for each 
sensor device, which they called “fingerprints” and analyzed its usability in WSN. They found that each WSN node has 
its own signature and in each network, there are some nodes which have quite similar signatures, whereas there are some 
nodes whose signatures are completely different. They suggested that both these similarity and dissimilarity features can 
be used to ensure additional security for WSN nodes. It is very much effective to detect and prevent wormhole, Sybil, 
and cloning attacks. 

In [3], Tang and Fan proposed an RSSI-based cooperative anomaly detection scheme for wireless sensor networks. They 
were mainly concerned about the importance of keeping the sensor nodes in perfect positions. The changing of the 
physical placement of the nodes can have a significant effect on the data they collect and the adversaries can take 
advantage of this fact. As the sensor nodes are often left unattended, it is possible for the attackers to move them to a 
place which is still in the coverage area of the network but outside the attack zone. To detect this kind of scenario, the 
authors used the RSSI data collected from the received packets. They compared data collected from different neighbors 
of a particular node and used their proposed algorithm and decision making process to detect whether a node has been 
moved from its initial place. 

Demirbas and Song [4] used RSSI values to detect Sybil attacks in WSN. Inspired by the work presented in [5], they 
used multiple receivers to measure RSSI value from a particular sender. They used the ratio of these RSSI values to 
identify the location of the sender. As in Sybil attack, one single node fakes to have multiple ids, and creates unrest 
inside the network, detecting multiple senders in one single geographic location indicates the presence of adversary. 

In [6], Bhuse and Gupta proposed some schemes to detect anomaly intrusion in WSNs. They emphasized on reusing the 
existing information from a different communication layer rather than burdening additional overhead on the resource-
constraint sensor nodes. All nodes record each other’s RSSI level and store them at the time of network initialization. 
Then, if a message from a particular sender reaches with an RSSI level which does not match with the recorded level, the 
system will raise an alarm. In this scheme, they did not consider the fact that RSSI value changes over time due to the 
battery power exhaustion. 

Hussain and Erdogan [7] investigate the variations of RSSI values with respect to distance and alignment between sender 
and receiver. The objective was to determine the optimum distance or alignment for a pair of nodes which can reduce the 
energy consumption of the sensor nodes in order to increase the longevity of the network. They considered different 
routing and deployment algorithms. In [8], Erdogan et al. described an intelligent monitoring system for WSNs. They 
proposed an agent-based monitoring system to extract information about the activities within the monitoring area using 
the RSSI variations caused by those activities. The system was implemented to monitor a person’s activity in a 
residential area. In [9], Hussain et al. proposed the RSSI-based home monitoring surveillance system to detect the 
presence of an intruder in a residential area.  



 

 

4. SYSTEM ARCHITECTURE 
We use a base station, one receive node, and multiple sender nodes, though only one of them sends data at a time, as 
shown in Figure 1. We have used Crossbow’s MicaZ nodes as the sender and receiver nodes. The receiver node is 
connected to the Base Station (BS) using MIB510 serial gateway. As for BS, we use high-performance Dell notebook 
computer equipped with Intel Core 2 Duo processors. Each MicaZ sensor node is programmed using NesC in TinyOS1 
platform. For BS, a Java application collects the packets obtained through the serial port, extracts necessary information, 
and saves the packets into a database for further processing. The database stores the sender id, counter, RSSI, and LQI 
values for further analysis. 

The sender node application has two main components: Packet Generator Component and Communication Component. 
The Packet Generator component generates data packets consisting of sender id and packet separator counters. The 
Communication Component transmits the packets over the radio channel through the appropriate receiver. 
 
The receiver node application has two main components: Packet Processing Component and Communication 
Component. The Packet Processing Component measures the RSSI and LQI values of the received packets and generates 
new packets, including those values, in order to forward them to the BS. The Communication Component receives the 
packets from the radio channel and sends newly generated ones over the serial port. 
 
The BS application has the following components: Communication Component and Packet Extractor Component. The 
Communication Component observes the serial port to receive the arriving packets and forwards the packets to the 
Packet Extractor Component. The Packet Extractor Component processes the received packets, removes the headers and 
other unnecessary data, and extracts the necessary information. 

  
Fig. 1.System Architecture 

5. EXPERIMENTS 
5.1  Distance Variation 

The objective of this experiment is to simulate a scenario where a node is moved from one place to another by an 
adversary. This is also an example of man-in-the-middle attack because in this type of attack, the rogue node pretends to 
be another node but the physical locations of the rogue node and the actual node are different. The receiver is static at its 
position but the position of the sender is changed. In order to keep the scenario simple, without any loss of generality, we 
change the position of the sender node in only one direction, as shown in Figure 2. We measured the signal strength for 
five different distances: 20 feet, 25 feet, 30 feet, 35 feet, and 40 feet. 
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Fig. 2. Distance variation through x-axis 

For each different position of the sender, we repeat the same process. The sender sends a pre-defined number of packets 
consecutively at a regular interval; the receiver collects all the packets, measures RSSI and stores them with the help of 
BS for further analysis. The experiment was repeated for different time intervals between two consecutive messages. We 
kept the time interval quite large, e.g. from 250 ms to 2000 ms, to give the sensor node enough time to process and 
forward the packets and not to jam the channel because of numerous packets. 
 
5.2 Node Replacement 

In this experiment, we kept the distance between the sender and receiver node constant but changed the sender node in 
each case. The objective is to investigate whether replacing one node with another one has a significant impact on the 
RSSI values. We maintained a distance of 20 feet between sender and receiver. Four different nodes were used as 
senders; all of them were MicaZ and performed transmission at the same voltage level which is set at 3.3 V. Each sender 
node transmitted 150 packets; the receiver node collected all of these packets, measured the RSSI levels, and sent the 
packets to the BS. The experiment was repeated for different time intervals between two consecutive messages; as 
before, the interval was changed from 250 ms to 2000 ms. 
 
5.3 Multiple Platforms  

This experiment is an extension of Node Replacement experiment; however, for the rogue node, a different type of node 
was used. The objective was to investigate if there is any significant change in RSSI level if we replace one node with 
another node from a different vendor. We used two MicaZ and two TelosB motes. All the nodes were set to transmit at 
their default power level, and the locations of the sender and the receiver nodes were same in each case.  The 
experimental details were same as the previous cases. The receiver node collected all of these packets, measured the 
RSSI levels, and sent the packets to the BS. The experiment was repeated for different time intervals between two 
consecutive messages; as before, the interval was changed from 250 ms to 2000 ms. 
 
5.4 Transmission Angle 

In this case, we investigate the effect of transmission angle between the receiver and sender nodes. The angle is changed 
as 0, 45, 90, and 135 degrees, where the distance between the sender and receiver nodes is constant.  As earlier cases, 
this experiment also simulates a case of node replacement or man-in-the-middle attack where the rogue node has a 
changed the transmission angle with respect to the sender node. The experimental details were same as in the previous 
cases.  
 
5.5 Different Packet Sending Rate 

This experiment was done to check whether changing the timing interval between two consecutive packets have any 
effect on the received RSSI packets. The previous experiments were done several times maintaining different intervals 
between two consecutive packets.  

6. RESULTS AND DISCUSSION 
6.1  Distance Variation 

We performed this experiment for five different distances between sender and receiver and the experiment was repeated 
for five different packet sending rates. Figure 1 shows the recorded RSSI values for data packets collected at the receiver 
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end, with respect to different distances between sender and receiver nodes. The interval between two consecutive 
transmitted packets was 500 ms. The graph shows that the received signal strength gradually drops with increasing 
distance.  
 

 
Fig. 3.RSSI and distance variation 

Figure 4 shows that the variation in RSSI values with respect to distance. The bar charts show average, minimum, 
maximum, and median values for RSSI variation. The results show that there is significant change in the RSSI value if 
the distance between the sender and receiver is changed.  This change in RSSI value can be used to identify the presence 
of a rogue node. 
 
6.2 Sender Node Variation 

As we have mentioned in our previous section, we used four different MicaZ nodes, where voltage level was set at the 
highest level. The physical location and alignment was same for all the nodes. The average, maximum, minimum, and 
median RSSI value of 150 consecutive packets sent from each node is presented in Figure 5, for 500 ms and 1000 ms 
message intervals. The four nodes were identified by the last two digits of their production id: 44, 46, 48 and 79.   
 
 



 

 

 

 
Fig. 4.RSSI and distance variation: average, maximum, minimum, and median values. 

 



 

 

 
 

 
 

 
Fig. 5.RSSI for different nodes, distance and alignment is fixed for each node. 



 

 

Figure 5 shows that there is no significant change in the RSSI values of the received packets when a node is replaced but 
its position and voltage level is kept same. As the nodes from the same brand contain the same circuitry and their voltage 
level and transmission distance are same in all the cases, there is not much change in the RSSI values.  
 
6.3 Multiple Platforms  

In this experiment, we used two TelosB and two MicaZ nodes which sent data from the same 
physical position to the same receiver. The average, maximum, minimum, and median of 
consecutive 150 data packets sent by each node for 500 ms message interval is shown in Figure 6. 
The bar charts show that there are some changes in average RSSI value when a node platform is 
changed but this does not follow any recognizable pattern, perhaps further analysis and more 
experiments can find out something interesting. 

 
Fig. 6. RSSI with respect to nodes from different hardware. 

 
6.4 Transmission Angle variation 

For a single pair of sender and receiver nodes, we set up four different transmission angles: 0, 45, 
90, and 135. The average, maximum, minimum, and median of received RSSI values are presented 
in Figure 7, for 500 ms and 1000 ms transmission intervals. The results show that variation of the 
transmission angles has some effects over the measured RSSI signals at the receiver end; however, 
the exact pattern of the effect is still unknown and further analysis is needed. 
 



 

 

 

 
Fig. 7. RSSI with respect to different transmission angles 



 

 

6.5 Different Packet Sending Rate 

To investigate the effect of changing message sending rate, all the above four experiments were 
done using six different message interval rates. However, after doing sufficient analysis and 
comparison, it is observed that changing the timing interval between two consecutive messages does 
not have any significant effect on the received packets’ RSSI values. We present a particular test 
case in Figure 8, which can be taken as a representative of all the cases. 
 

 
Fig. 8. RSSI values with respect to message sending interval. 

7. CONCLUSION 
We investigate the effect of changing a few parameters over the RSSI values of the data packets 
received at the receiver node. We consider various kinds of attacks like node replacement, node 
movement or man-in-the-middle. We investigate whether these attacks can be identified from the 
RSSI values of the received packets. The results show that the location change of the sender node 
can be easily identified by the variation in RSSI values, whereas changing nodes or changing 
message sending intervals do not have any  recognizable effect. Although changing platform (MicaZ 
and TelosB) or transmission angle has some effects on RSSI values, more rigorous analysis is 
needed to identify the rogue node. In future work, it would be useful to apply fuzzy logic to identify 
a rogue node using the above criteria. 
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