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Abstract 
 

The present work relates to WINTeR, an open 
access, multi-user experimental facility, currently 
under development, to support implementation and 
evaluation of wireless sensor networks for industrial 
applications in radio-harsh environments. A brief 
review of existing testbeds is provided and the unique 
requirements of WINTeR are defined. The resulting 
WINTeR architecture provides remote accessibility to 
a full-scale industrial setting including a network of 
programmable motes each with a programmable 
attenuator and power monitor, a complex multipath 
environment, an EMI generator, and a data generator. 
Experimental analysis tools provide for data logging 
and graphing as experiments proceed. The resulting 
testbed will support development and evaluation of 
emerging physical layer technologies, propagation 
models, routing protocols, security protocols, power 
consumption models, the validation of wireless 
solutions for industrial processes, and most 
importantly cross-layer optimization. Some examples 
of how the testbed can be used are briefly presented.  
 
1. Introduction 
 
Wireless sensor networks (WSN) have a significant 
potential to provide operating efficiencies to industrial 
facilities. These efficiencies are made possible through 
reduced installation costs, lower operating costs, 
installation flexibility, and scalability [1]. Estimates 
place cost reductions at anywhere from $40 to $2000 
per linear foot [2]. WSNs also make it easier to 
instrument non-critical areas that were previously not 
feasible to instrument using a wired approach. Hence, 
in industry, WSNs are increasing in popularity.  

However, where the wired signal has but a single 
well-defined path, the wireless signal has multiple 
variable paths. Where the wired signal is reasonably 
shielded from electromagnetic interference (EMI), the 

wireless signal is completely exposed. Where the wired 
signal provides some degree of security, the wireless 
signal is significantly more vulnerable. Where wired 
networks have a steady supply of power, wireless 
networks usually have a finite supply. Where wired 
networks are almost guaranteed to deliver their data, 
wireless networks are not. These factors influence the 
reliability, security and power consumption of WSNs 
and present significant challenges for the acceptance 
and deployment of WSNs in industrial environments.  

As a consequence WSNs have not yet reached the 
required state of maturity to make them practical for a 
large number of applications. There is still much 
research going on in the areas of channel modeling, the 
physical layer, and energy efficient routing protocols. 
Hence there is need for research facilities to support 
experimentation. The testbed is a vital tool to fill this 
need. Testbeds support the development of 
communication networks by replicating elements of 
the communication environment and providing the 
researcher with tools that support programming and 
data analysis.  

In this document we introduce WINTeR, the 
Wireless Industrial Sensor Network Testbed for Radio-
Harsh Environments. WINTeR is an open access, 
multi-user experimental facility (MXF) that supports 
the development and evaluation of WSNs for radio-
harsh environments (RHEs). The testbed supports the 
development and evaluation of emerging WSN 
technologies, including physical layer developments, 
propagation models, the validation of wireless 
solutions for industrial processes, and cross-layer 
optimization. 

The remainder of this document is organized as 
follows. Section II provides a review of related 
testbeds and discusses the pros and cons of each. In 
Section III the requirements of a wireless sensor 
network testbed are discussed. Section IV defines the 
proposed architecture that can meet these requirements. 
The presentation is broken down by major components 



and the purpose and function of each is explained. 
Section V discusses the applications of the testbed and 
briefly describes how the testbed can be used to carry 
out experiments. This section is broken down by the 
type of research to be undertaken. Finally Section VI 
presents a summary and comments on future work. 
 
2. Related work  

 
There are a great number of testbeds for wireless 

communications. The National Science Foundation 
(NSF) provided an analysis of these testbeds and 
recommendations in [3]. Overviews of some existing 
testbeds and their requirements are provided by [4], 
[5], and [6]. In general, two distinct approaches are 
taken: full-scale testbeds and miniaturized testbeds [4]. 
The full-scale testbed provides propagation over the 
actual distances that the network is designed to operate, 
and miniaturized testbeds foreshorten these distances 
using some electronic means. This dichotomy exists 
for several reasons based primarily on need and 
practicality. Considering first the need there are 
essentially two classifications of user: those involved 
in evaluation and development at the physical layer 
who can’t ignore the effects of multipath on network 
performance, and those involved in development of 
routing protocols that need control over the topology to 
determine the effects on network performance. 
Researchers interested in physical layer typically 
require a full-scale testbed. Pure software simulation is 
not yet practical. Although there are hardware 
multipath simulators in existence, such as Electrobits’s 
Propsim line of radio channel emulators, they have a 
limited number of paths and it would be extremely 
expensive to equip a wireless lab. However, the full-
scale testbed does not lend itself easily to topology 
control due to the relatively large distances between 
motes and the irregular geometry of their placement. 
Researchers interested in topology control typically 
need a miniaturized testbed. As its name implies, in a 
miniaturized testbed the motes are placed closer 
together. This placement is usually according to a 
regular geometry, such as a grid as used in ORBIT [7] 
or Kansei [8]. They are typically equipped with some 
form of attenuator [6],  [9], [10] and may have their 
signals routed through an antenna or connected through 
a hardwired matrix such as MeshTest [6]. However, by 
definition, the miniaturized testbed does not provide 
realistic multi-path. Attempts such as [11] utilize an 
FPGA based solution for emulating signal propagation 
according to a model, but as pointed out in [4] models 
are still not real. 

On the practical side the researcher must balance the 
trade off between available space and cost. Full-scale 

testbeds take up a lot of room, require considerable 
infrastructure, and are relatively expensive to operate. 
Miniaturized testbeds can usually be placed in 
available lab space and are considerably less expensive 
than their counterparts. Miniaturized testbeds have the 
added advantage of providing a more controllable 
environment thus supporting more repeatable 
experiments.  

Falling in the category of full-scale testbeds are 
those such as MoteLab [12], TWIST [13], SenseNeT 
[14], RoofNet [15], CMU-DSR [16], and APE [17]. Of 
particular interest are MoteLab, TWIST and SenseNeT 
because they are some of the few testbeds that focus on 
WSNs. MoteLab provides a device independent 
framework and is flexible. It also includes a Kiethly 
Digital Multimeter, model 2701, for power 
measurements. TWIST uses a Universal Serial Bus 
(USB) backchannel for programming and supports 
multiple sensor types. It gets around the limitation of 
127 devices by introducing a super node, with both 
Ethernet and USB ports, between the control server 
and the nodes. Ethernet forms the backbone of the 
network. The super node creates a mapping between 
the manufacturer’s serial number, the nodeID and the 
socket to resolve addressing issues. SenseNet’s major 
advantage is that it uses the wireless channel for 
programming. This simplifies testbed architecture and 
facilitates scalability. However, the wireless channel is 
also used for command and control, and periodic 
update requests. This uses wireless bandwidth, but 
more importantly requires additional power, thereby 
decreasing battery life.  Roofnet is a static network of 
roughly 50 widely spaced nodes, intended mainly for 
investigating mesh networks. CMU-DSR and APE 
were developed for evaluating ad hoc networks and use 
mobile nodes to induce changes in topology. CMU-
DSR is also very specific to the Dynamic Source 
Routing (DSR) protocol.  

In the category of miniaturized testbeds are 
MeshTest, MiNT [10], MiNT-m [18], and EWANT 
[9]. MeshTest is particularly interesting because of its 
ability to control interference and attenuation while 
supporting mobility and providing users with control 
over topology. It does this using a unique RF matrix 
switch. MiNT is a hybrid testbed, providing both real 
nodes and ns-2 simulation to provide scalability. It 
focuses on ad hoc networks and uses attenuators to 
reduce transmission ranges. One major drawback is 
that it uses manual attenuators.  MiNT-m does the 
same using a number of mobile robots for the mobile 
nodes. EWANT also focuses on ad hoc networking and 
emulates mobility by using a MUX to select one of 
four geographically dispersed antennas.  

ORBIT is a unique wireless testbed in several 
respects. First it includes both an indoor miniaturized 



testbed and an outdoor full-scale testbed. The 
miniaturized testbed provides a more controlled 
environment that facilitates reproducibility, while the 
full-scale testbed supports real-world testing. ORBIT is 
also one of the few to incorporate EMI, which it does 
by employing a vector signal generator (VSG). 

It was noticed that there was a general lack of 
instrumentation on the various testbeds. For example, 
power consumption is of particular importance to 
WSNs and yet few testbeds include power meters. 
MoteLab is one that does include a power meter. 
However, although this meter does provide power 
consumption information and time stamps, there is no 
way to correlate it to mote state. This presents a 
significant lost opportunity to gain insight regarding 
the subtle interactions between layers and power 
consumption. Furthermore, one meter does not provide 
enough information to represent the network as a 
whole.  

In summary, we find that, although wireless 
network testbeds with very innovative capabilities 
exist, there are no testbeds with the unique 
combination of features that would be most useful to 
wireless sensor networks for radio-harsh environments. 
In particular the issue of extreme multipath is largely 
ignored and power measurements are weakly 
supported. 

 
3. Testbed requirements 

 
The Petroleum Applications of Wireless Systems 

(PAWS) project is a collaborative effort of several 
universities located in several Canadian provinces and 
the testbed must support all research activities. PAWS 
has, as one of its main objectives, the development of a 
robust and reliable wireless sensor network for 
operation in petroleum environments. This includes 
shore-based refineries and more importantly offshore-
based facilities such as a Floating Production, Storage 
and Off-loading (FPSO) facility.  Due to the premium 
for space an FPSO is designed as compactly as 
possible and the density of structure, pipes, tanks etc. 
typically exceeds that in most manufacturing facilities. 
This creates a complex multipath environment, one 
that is further exacerbated by noise, interference, and 
environmental conditions. To complicate issues further 
an offshore platform is estimated to have tens of 
thousands of transducers while a shore based refinery 
can have in excess of a hundred thousand transducers 
[1].  

A testbed that is expected to replicate this 
environment and support all research activities must 
meet a number of requirements. Based on the above 
discussion the following basic requirements, organized 

roughly in order of importance, have been identified: 
• RHE – The testbed must replicate the extreme 

multipath that exists in a RHE. 
• Remote Accessibility – The testbed must be 

remotely accessible to promote collaboration 
between geographically dispersed teams. 

• Network Management – The testbed must 
support network management of the motes. This 
includes such things as programming, monitoring 
status, and enabling/disabling of the motes.  

• Experimental Control – The testbed must support 
programmable configuration of network and node 
parameters such as application selection, selection 
of nodes that will participate, node signal strength, 
and ability to pause/resume/stop experiments.  

• Extensible – The testbed must be easily extensible 
to support the variety of existing and newly 
emerging mote platforms. 

• Scalability – The testbed must be scalable to 
support testing of large numbers of wireless 
devices. 

• EMI - The testbed must provide for the generation 
and control of electromagnetic interference such as 
it would exist in an industrial environment. 

• Cost – The cost of the testbed must be reasonable.  
• Repeatability – The testbed must, to the greatest 

extent possible, support repeatable experiments. It 
is realized that, because of external factors, it is 
difficult to realize complete repeatability in a 
wireless testbed. 

• Signal Attenuation – The testbed must provide 
control over signal strength to enable testing under 
varying signal strength conditions. This includes 
effects due to changes in distance. 

• Instrumentation – The testbed must provide 
instrumentation for generating data and 
monitoring network performance. As pointed out 
in [3] it is impossible to obtain an adequate 
understating of the behavior of some networks 
without comprehensive instrumentation. The 
authors believe this to be particularly true of 
WSNs.  

• Data Logging – The testbed must provide data 
logging. 

 
Furthermore the testbed operation would be more 

convenient if the following requirements were 
supported. 
• Real-time Monitoring - The testbed should 

provide the ability to monitor, in real-time, the 
progress of the test. 

• Malfunction Alerts – In the event of a 
malfunction, the testbed should alert operators so 
that the appropriate action can be taken as-soon-



as-possible. This will minimize downtime and 
avoid wasting time running a test for which data 
may be tainted.  

• Collaboration – The testbed should promote 
collaboration between researchers by providing 
the means to easily share WSN technologies 
developed for use in the testbed. For example it 
should be easy to share routing and security 
protocols and power models. 

 
As a point of interest it was decided that some 

features, included in other testbeds, were not applicable 
to WINTeR. These features include: 
• Support for simultaneous users – It was felt that 

simultaneous users would create conditions that 
were not repeatable. This refers mostly to the 
sharing of the wireless bandwidth and potential 
interference. 

• Mobility – Although mobility is important to 
some industrial networks it was not, felt at this 
time, that mobility was a concern to petroleum 
facilities consisting almost entirely of static nodes. 

 
4. Architecture 

 
With the basic requirements of the testbed 

established the architectural design is now presented. 
For clarity this was broken down into two sections: 
Hardware Architecture and Software Architecture. 

 
4.1 Hardware architecture 
 

In consideration of the limited available space and 
budget, it was decided that a cross between a 
miniaturized testbed and full-scale testbed would best 
meet the requirements. The system was broken down 
into several sections. A diagram of the testbed and 
major interconnections appears in Figure 1. Primary 
components include the a) Physical Structure which 
provides a mockup of a RHE, b) Testbed Server that 
supports remote access and provides job creation and 
execution, and data logging, c) Data Generation Server 
provides data to the system, d) Mote Platform (blue 
icons) that provides an enclosure for the mote and 
instrumentation, and e) EMI Generator that creates 
realistic interference during testing. The cluster circles 
demonstrate representative groups of nodes associated 
with base stations. 

  Each connection box provides for signal 
distribution to the motes. The testbed server connects 
to USB and Ethernet back channel networks that 
facilitate: programming of the motes, data collection, 
control over the EMI generator, and provides a 
connection to the Internet. USB also provides for 

power control in a manner similar to TWIST.  
 

4.1.1 Physical structure. The physical environment is 
intended to recreate the multipath effect of a RHE. In 
the case of WINTeR it was decided to create a mockup 
of a small section of an offshore oil platform.   It was 
determined that a 12’ x 24’ platform would provide a 
sufficient environment. The structure was designed 
modularly for ease of construction. Everything was 
constructed off-site and shipped to the lab location. 
Each module is 8’x6’ and stands 9’tall. 2’ risers are 
placed under each module to bring the total height to 
11’. The risers facilitate the running of wires under the 
main platform and provide another space in which to 
place wireless devices. The complete assembly 
includes 6 modules that are easily bolted together. Iron 
gratings are easily dropped into place. This design 
supports easy assembly and scalability. The modules 
can be connected horizontally and stacked vertically if 
necessary. The mockup includes metal structures such 
as beams, pipes and tanks that are typical of an 
industrial facility. 

 

 
 

Figure 1. Hardware Architecture 
 

4.1.2 Testbed Server. The Testbed Server hardware is 
a Dell Precision Workstation 670 with dual Intel Xeon 
64 bit processors, running at 3.6 GHz, and 4GB RAM. 
The operating system is XubunTOS Linux that 
includes Tiny OS built in.  

The Testbed Server software is based on Harvard’s 
MoteLab. This decision was based on MoteLab’s 
architectural structure, which is easily extensible to 
provide support for other motes and its use of PHP and 



Javascript to support platform-independent access. 
Whereas MoteLab is already well described in [12] 
only the additions and modifications will be 
highlighted. 

For the purposes of scheduling and time-stamping of 
data, the server is synchronized to atomic time at 
regular intervals. All other testbed systems are 
synchronized to the testbed server using a local time 
server. In this way testbed time is never far from 
Coordinated Universal Time and in the event that the 
atomic time server is down, all systems within the 
testbed will be synchronized with some small, but 
acceptable, error. 

 
4.1.3 Data Generation (DG) Server. The DG Server 
is a PC compatible Intel Pentium 4 duo core at 3.6GHz 
and 1 GB RAM, running on Windows XP. The DG 
Server synchronizes to the time server on the Testbed 
Server every 30 seconds. 

The purpose of the DG Server is to generate data to 
be supplied to motes. It can do this in one of two ways 
as selected at job creation. First it has the equivalent of 
an arbitrary waveform generator and can generate 
square waves, sine waves, saw tooth, and user defined 
waves. Alternatively process control simulators can be 
downloaded and started with the simulation. These 
process control simulators can be in MATLAB or as 
standalone executables provided the input and output 
conform to a standardized interface.  

 

 
 

Figure 2. Mote platform 
 

4.1.4 Mote platform. As shown in  
Figure 2. Mote platforma unique mote platform 

was developed. The platform consists of a mote, DC 
power source, embedded micro processor, micro 
power meter, programmable attenuator, and industrial 
enclosure. 

The antenna feeds first into the Programmable 
Attenuator. The purpose of the attenuator is to simulate 
changes in signal strength due to changes in distance. 

The attenuator is programmed by the embedded 
microprocessor. The signal then goes to the mote. A 
single DC Power Source supplies all power to the 
platform. Separate lines feed directly to the micro 
power meter and through the micro power meter to the 
mote. It is this second connection that is monitored to 
determine power consumption. The addition of the 
Micro-power meter to each and every node of our test 
bed can give us the accurate estimate of the power 
consumption of each node and allows us to make 
power consumption estimates about the network as a 
whole. This enables the development of accurate 
power consumption models and energy efficient 
protocols. 

The embedded microprocessor accepts commands 
over the high speed communications interface and 
configures the programmable attenuator. A digital 
interface between the mote and the embedded 
microprocessor allows the mote to communicate state 
information. The mote is connected to either the USB 
or Ethernet backchannel for programming purposes.  

Because each mote platform includes a number of 
components we have attempted to keep costs down by 
purchasing commercial-off-the-shelf (COTS) 
components as much as possible. 

 
4.1.5 EMI Generator. EMI is inherent in all industrial 
environments by virtue of transient currents created by 
motors and other electric machinery. In a manner 
similar to ORBIT, EMI will be achieved using a VSG. 
In the present case it will be an Anritsu MG3700A 
with a frequency range of 250 kHz – 6 GHz. The 
Anritsu VSG is unique in that its architecture includes 
two data banks that may be added together at run time. 
This makes possible some interesting test scenarios. 
For example the user may specify one bank to contain 
additive Gaussian white noise (AGWN) and the other 
bank some interfering signal such as IEEE 802.11. 
Control is accomplished through an Ethernet 
connection back to a LabVIEW VI.  

 
4.2 Software architecture 
 

In Figure 3 we present an overview of the testbed 
that breaks the architecture down into several 
conceptual layers.  

 



 
Figure 3. Software Architecture 

 
4.2.1 User Layer (UL). The UL refers to the users and 
the tools they use to connect to the testbed. Users can 
connect to the testbed using their preferred desktop and 
web browser. The testbed is remotely accessible 
through the Internet. 

 
4.1.2 User Interface Layer (UIL). The UIL refers to 
the components that facilitate use of the testbed by the 
user. It accepts user input for creating and configuring 
jobs and present outputs. As mentioned previously the 
UIL is based on MoteLab. Some of the more 
significant changes and additions include: 
• File sharing support – to support collaboration a 

user is provided with the option of sharing 
uploaded files. 

• Data Generation System – the user is provided 
with the ability to generate data that will be sent to 
motes. (This will be discussed later.) 

• Graph display – an interactive graph that allows 
users to select and graph data as experiments 
proceed.  

• Dynamic Signal Attenuation (DSA) – a web page 
was added to allow the user to specify a dynamic 
signal attenuation model.  

• Exception notification – an email notification 
system was installed to provide alerts in the event 
of component failure. An email message is 
immediately sent to the testbed administrator 
along with specific information relating to the 
event. 

 
Initiating an experiment is much the same as it is for 

MoteLab. Additional steps include specification of 
EMI, data generation, and DSA models. 

 
4.1.3 Execution Layer (EL). The EL refers to all 
modules that control and influence job execution. This 
includes the Job Daemon, EMI Model, Fading Model, 
DG, and Report Generator. 

The Job Daemon is very similar to that of MoteLab. 
Support was added for triggering the EMI Generator, 
Fading Generator, and Data Generator processes. Each 
of the Generator Processes fetches configuration 
information from the database, generates the 
corresponding runtime data and writes it to the Output 
Database for later retrieval by the corresponding 
Output Process in the Data Interface Layer (DIL). 

 
4.1.4 Data layer (DL). The purpose of the DL is to 
provide both persistent and temporary storage. As with 
MoteLab the database of choice is MySQL. The 
Configuration database stores all information related to 
user accounts, job configuration and scheduling. The 
Output database serves as an interface between EL and 
DIL and stores temporary data. This simplifies the 
development of custom “generator” processes and 
“output” processes as most development tools include 
database support. There is no need to develop and 
maintain interfacing libraries and port them to the 
various development languages.  

 
4.1.5 Device Interface Layer (DIL). The purpose of 
the Device Interface Layer is simply to channel data 
between DL and the End Device Layer (EDL). 
Modules at the DIL include the Programmer, EMI, 
Transducer I/O, Power Meter, and Data Logger 
processes. The Program Process is responsible for 
programming the wireless devices through either the 
USB or Ethernet backchannels. It fetches the mote type 
from the database and calls the respective programmer 
function.  The EMI Output Process fetches the names 
of the user-specified interference signals and programs 
the VSG. During runtime this process also reads output 
power from the database and programs the VSG 
accordingly. The Transducer I/O process is a 
LabVIEW virtual instrument (VI) that fetches mote ID 
and waveform data, and sends it to the respective 
channel on the D/A card for that mote. The Power 
Meter process initially commands the sample rate for 
each meter. During test the process accepts power 
consumption information and mote state, and then logs 
it in the user database. The Data Logger process 
accepts messages from the wireless devices, parses the 
information and logs it in the user database. The 
wireless devices are capable of capturing a number of 



statistics including: dropped packets, power 
consumption as a function of mote state, received 
signal strength indicator (RSSI), link quality indicator 
(LQI), etc. 

 
4.1.6 End Device Layer (EDL). The EDL refers to all 
physical devices used for creating inputs or outputs.  
End devices may be sensors and actuators but also 
include instrumentation such as the VSG used to 
generate EMI and the micro power meter. 
 
5. Applications 

 
WINTeR can be used for a variety of investigations 

involving wireless sensor networks. For example it will 
support, research and development of: routing 
protocols, security, power consumption modeling, and 
cross-layer optimization. The following are some 
examples. 

 
5.1 Routing protocols 
 

The sensor network testbed can be used to 
investigate energy efficient data dissemination 
protocols, where the testbed can be used to validate, 
verify, and tune communication protocols for different 
radio harsh environments.  The web-based application 
provides scheduler, user management, and data 
visualization tools. Users can upload their TinyOS 
code, which can be executed on user-defined channel 
models, and can download their output in textual or 
graphical formats. Although there are sensor network 
testbeds at other research labs, most of these testbeds 
do not provide user-defined channel models and there 
is no provision for radio harsh environments. 

The energy efficient data communication protocols 
can be designed by variation and a combination of 
several techniques such as genetic algorithms, 
maximum flow problems, and minimum spanning trees 
for energy efficient data dissemination. First, the 
proposed techniques are simulated in open source 
simulation tools such as ns-2 and j-sim for 
performance evaluation. Moreover, in simulation, we 
investigate realistic power consumption models, such 
as radio irregularity model (RIM). Then, the proposed 
techniques are designed and implemented for the real-
time embedded operating system (TinyOS). Finally, 
the TinyOS code is tested on commercially available 
sensors using the testbed. The protocols are designed 
for different objective functions:  

a) delay the first node death, b) maintain acceptable 
coverage while nodes die because of battery drainage 
or malfunctioning,  c) balance energy consumption by 
considering both sender and receiver node residual 

resources, and d) using energy and reliability metrics to 
forward data over an unreliable link. 

 
5.2 Security 
 

In this time of security issues, such as industrial 
espionage or even terrorist activities, security has 
become the prime concern in the industrial 
environment. This becomes more significant in WSNs 
because of the broadcast nature of the medium.  
Additionally, the linking of the facilities to the internet 
gives attackers a readily and easily accessible target.  

Authenticity, confidentiality, integrity, and data 
freshness are most important issues in a WSN [19]. 
Threats range from a non-invasive attack such as 
eavesdropping, to the deployment of malicious nodes 
that gain network access and either provides false data 
or disrupt data flow. Any interruption in the flow of 
valid data compromises operation and may shut down 
the plant, creating huge operating losses, or worse, 
creating unstable situations with disastrous results. 

Similarly, the simple acquisition of valuable data 
such sensor readings, scheduling information, etc can 
provide the intruder with valuable information in case 
a deeper attack is planned. 

Transmission protocols and highly secure key 
managements are being widely researched in order to 
make the WSNs more secure. Although simulations 
and simulators provide valuable data about the 
performance of such, the real measurement is obtained 
when the proposed solution is used in situ along with 
all the other resources. 

The testbed offers researchers the possibility of in 
situ test of their newly developed security protocols. 
The software under test (SUT) is downloaded to 
selected network devices and types of attacks are either 
simulated or implemented as required. 

For example, malicious code is downloaded to 
selected rouge devices. The malicious node(s) attempts 
to break into the network and disrupt data flow. In this 
way the user (attacker) can obtain data related to the 
performance of the security protocol much as they 
would in their own lab. 

Although this type of test determines how well the 
protocol is able to defend against such attacks (in terms 
of unauthorized access and invalid data), it does not 
provide any indication of the more subtle effects, such 
as processing delay of these attacks. The described 
testbed allows the user to download a process 
simulation file to the Data Generation Server. The 
effects of security threats and how they are handled by 
the security protocol can be observed in real time in the 
simulator. 

As may be expected, the user can layer several 
features on top of the simulation to gain additional 



information. For example the user can also track the 
power efficiency of the protocol by embedding mote 
state information in the security related software.  

 
5.3 Power consumption modeling 
 

Computer simulation is an obvious advantage to 
WSN development. However, power consumption 
models have not yet reached the required level of 
maturity [20]. As indicated in [21] accurate power 
consumption models can only be developed by 
“instrumenting an entire network of nodes in situ and 
at scale.” This will continue to be the case as new 
WSN technologies emerge both at the physical level 
and at the software level. The described testbed may 
not include the hundreds or thousands of sensors that 
would be present in a real industrial environment, but it 
does include a sufficient number of sensors and each 
one is instrumented. The micro power meter can be 
used to monitor power consumption as a function of 
mote state. The user can accept the motes states as 
defined for general use. As an example of these 
defined states we have sleep, wakeup, receive, and 
transmit. Alternatively users can define up to 32 of 
their own mote states for whatever purpose they see fit. 
For example users may want to monitor power 
consumption in a particular layer of the protocol stack. 
This can easily be accomplished by embedding code 
within the mote to place mote state on the digital 
output port. This information can be used to validate 
power consumption models. 

 
5.4 Validation of wireless technology for the 

plant 
 

Of critical concern to industry is the reliability of the 
WSN under radio-harsh conditions, and its affect on 
plant performance. They require some degree of 
confidence prior to incurring the expense of installing a 
wireless network. Armed with a model of their process 
that is modified to work with the database interface, 
industrial users can download this model, run 
simulations and obtain realistic estimates of the effects 
on the performance on their processes. Power 
consumption information can be used to determine 
optimum battery size. Control loops can be evaluated 
for stability. Sensitivity analysis can be run. Side-by-
side performance comparisons of the various wireless 
vendors can be obtained. 

 
5.5 Cross-layer optimization 
 

Cross-layer optimization is increasing in importance 
as the research community has come to realize that it is 

impossible to provide an overall optimized solution by 
simply combining optimized solutions of the individual 
layers[22]. In essence the whole may be less than the 
sum of the parts The proposed testbed will support 
cross-layer optimization by allowing the user to test 
combinations  of technologies at the various layers to 
determine their effects on network performance and 
power consumption. For example, the user may specify 
the mote device which would be installed by testbed 
staff. The user may also compile the desired 
combination of protocol stack for downloading onto 
the mote. As mentioned previously the user can also 
enable various features such as flat or slow fading and 
power consumption monitoring. The data collection 
and evaluation tools allow the user to compare results 
as the simulation progresses or after completion. 
 
6. Summary and future work 

 
In this paper the architecture and implementation of 

WINTeR, an open-access, MXF, wireless sensor 
network testbed for RHEs, was presented. First of all a 
physical structure was constructed to create realistic 
multipath and path delay effects. The software 
architecture was modified to support the idea of 
“generators” that generate data and feed it into the test. 
As a first step exploiting this architectural change 
“generators” were created for EMI, dynamic signal 
strength control, and implementing process control 
with wireless in-the-loop. A mote platform was also 
introduced that includes a micro-power meter. The 
resulting system can be used for many aspects of 
wireless sensor network development including 
application development, energy efficient routing 
protocols, physical layer, security, and validation of 
wirelessly enabled process control performance. Most 
importantly it can be used to support cross-layer 
optimization of wireless devices. 

In the course of developing and implementing the 
testbed several areas for future development were 
identified: scalability, propagation modeling, battery 
models, and scripting. 

Scalability – As soon as the concept of a mixed full-
scale/miniaturized testbed was developed scalability 
has been a concern. The plan has allowed for 32 
physical devices which suits the available space. This 
limit is based on the A/D card used to generate mote 
inputs. Other cards can be added to as required until 
the USB limit of 127 devices is reached. The method 
used in TWIST can be used to increase this number 
and we will consider implementing it if more physical 
devices are required. However, the number of physical 
devices will never reach the many thousands that exist 
in petroleum facilities. To scale higher a hybrid testbed 



including simulation and or emulation has been 
considered. 

Propagation Modeling – Modeling the radio 
channel has historically been one of the most difficult 
parts of radio system design. In the past two decades, 
significant research work has been devoted to indoor 
channel characterization. A comprehensive list (a total 
of 281 references) of measurement and modeling 
efforts for characterization of the analog and digital 
radio propagation within and into buildings are 
provided in the tutorial survey paper by Hashemi [23]. 
However, according to the authors’ knowledge, none 
of environments correspond to the RHE of an oil 
platform. The availability of the physical environment 
and the controlled conditions represents an excellent 
opportunity to develop a propagation model for RHEs. 

Heterogeneous Network - At the present time the 
testbed supports only a flat hierarchy of homogeneous 
motes. It has been recognized that this condition 
seldom exist as communication networks in industrial 
environments are typically more complicated. As a 
first step support for a heterogeneous network of motes 
will be developed. As a second step support will be 
added for a second tier of wireless devices that can 
form a high bandwidth backhaul network. 

Battery Models - The testbed could benefit from a 
battery voltage “generator” module to simulate the 
decay of battery voltage as power is consumed by the 
motes. The corresponding “output” module could be 
used to turn off or disable motes once a specified 
threshold is reached.  

Scripting - As identified by [12] the testbed would 
benefit from scripting that can support batching of 
tests. It would greatly facilitate the process of 
sequencing multiple, slightly different, experiments. 
This is seen as being essential to supporting cross-layer 
optimization. 

In time it is expected that WINTeR and the library 
of mote support functions, protocols, “generator” 
processes, and “output” processes that are accumulated 
will greatly enhance the development of WSNs for 
radio-harsh and other environments. 
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