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Abstract 
 

This paper presents collaborative agents system 
architecture approach for data dissemination in a 
wireless sensor network (WSN). This system architecture 
consists of four layers of agents with different types of 
functionalities, including the interface layer, regional 
layer, query layer and data collection layer. At the 
interface layer, the interface agents interact with the 
users to fulfill their interests. At the regional layer, the 
regional agents and the cluster agents communicate with 
each other using TCP/IP protocol and facilitate 
collaboration between the agents of the other layers. The 
regional agent generates the optimized query plan to the 
cluster agent. At the query layer, the query agents 
perform data dissemination and efficient in-network 
processing with the other agents in the same layer; it 
also captures the required data through the data 
collection layer that has direct access to sensor nodes. 
This paper provides the agents’ architecture, design and 
implementations that enable them to communicate and 
work together to disseminate and gather data in WSNs. 

 
 

1. Introduction 
 

Wireless sensor networks are becoming essential part 
of today’s dynamic enterprise systems, such as military 
intelligence, security surveillance, habitat monitoring, 
industrial automation and agriculture. These wide ranges 
of applications predict WSN will be an integral part of 
our future applications. However, there exist certain 
limiting factors such as: fault tolerance, scalability, cost, 
hardware, topology change, and power consumption [1]. 
This makes it a necessity to deal with these issues and 
develop several techniques and mechanisms to provide 
satisfactory solutions to them. This paper extends our 
work in [5] to modifying the architecture and completing 
its implementation. 

A WSN comprises numerous sensor devices, 
commonly known as motes, which can contain several 

sensors to monitor the physical entities such as 
temperature, light, motion, metallic objects, and 
humidity [2]. The sensor motes are spatially scattered 
over a large area. Since the deployment environment 
could be harsh, hostile, inaccessible, and remote, the 
network must possess easy deployment and maintenance 
free strategies. The unique combination of mote 
characteristics, deployment environment, and diverse 
applications has generated a lot of interest in the research 
community [1]. 

As the examples of commercially available motes 
would be beneficial in appreciating the architecture and 
design of WSN, this paper illustrates the commonly used 
motes of mica [4]. In mica platform, mote, sensors, and 
programming board are designed on three distinct 
boards. Motes (e.g, Crossbow’s mica2, mica2dot, and 
micaz) are programmed by programming boards 
MIB510 and MIB600 that use RS-232 serial interface 
and Ethernet gateway respectively. The sensor data is 
obtained by attaching a sensor board, MIB300 or 
MIB310, to the mote.   

The remainder of this paper is organized as follows. 
Section 2 discusses some related work. Section 3 
provides the agent based WSNs environment and 
proposed system architecture. Section 4 provides an 
illustrative example, followed by the implementation in 
section 5. Section 6 presents the conclusions and topics 
for future work. 

 
 

2. Related Work 
 

The application of WSN is growing fast and has made 
a significant contribution to the problem of providing 
different strategies for efficient data dissemination and 
data aggregation. For example, Min et al. [7] proposed 
mobile agents for data dissemination in wireless sensor 
networks. Unlike traditional client/server architecture 
where data from various network sources are directly 
transmitted to the base station, the mobile agent uses task 
specific executable codes. These executable codes 
traverse the data sources and only send the relevant data 



 

to the base station. In their model, the mobile agents are 
deployed at various data sources in the network.  

Mobile agents were also proposed and utilized by 
Wang et al. in [8], with special focus on multisensor data 
fusion.  In this approach, the mobile agents move to the 
data sites and collaborate with each other to aggregate 
the pre-processed data. The agents then migrate to the 
base station to deliver the aggregated data. The localized 
data aggregation by mobile agents helps to reduce the 
communication and thus save network bandwidth. The 
proposed agent architecture also provides a solution to 
network latency.  

Harshavardhan and Kishnendu [3] have proposed a 
Location-Aided Flooding (LAF) protocol to achieve 
energy efficient data dissemination in WSN. LAF 
divides the network into virtual grids, where each grid 
contains either gateway nodes or internal nodes. 
Gateway nodes are responsible for transmitting data 
across the grids whereas the internal nodes transmit data 
within the grid. This proposed protocol focused on 
reducing redundant transmission to achieve energy 
efficient data dissemination. 

A distributed service protocol for wireless sensor 
network for query processing is proposed in [6] to target 
specific data tracking. In this work, the proposed 
distributed services and network protocol aimed at 
addressing problems of mobility, dispersion, dynamic 
reconfiguration and limited power supply. The services 
provided to the sensor network enable the network nodes 
to collaborate with each other for accomplishing various 
coordinated tasks and network functionalities. Further, 
the services enable the nodes to be aware of the 
capabilities and functionalities of their neighbour nodes. 

The work presented in this paper focuses on viewing 
data dissemination as a distributed problem that can be 
solved by collaborative agents, for which several agents 
work together with specialized functionality in a layered 
architecture.  

The network operations are divided into four layers. 
Each layer is controlled by specific task oriented agents. 
Agents in each layer achieve their assigned tasks by 
collaborating with each other and with other agents in 
other layers and transmit the processed data to the next 
layer. The system architecture includes four layers: 
interface layer, regional layer, query layer and data 
collection layer. The interface layer provides flexible 
mediation services between users and the WSN 
environment. The regional layer flexibly links between 
other agents of the system by facilitating collaboration 
and generating the optimized query plan. The query 
layer captures the required data and performs data 
dissemination and efficient in-network processing.  The 
data collection layer acts as data provider for the query 
layer. 
 

 
3. Collaborative WSN Agents Environment 

 
The environment of collaborative agents in WSN is 

described by three entities, as shown in Figure 1. These 
entities include Web browser, software agents, and 
sensor nodes. The web browser is the gateway for the 
user to submit queries and receive results. 

 
Figure 1: Collaborative agent environment. 

 
Agents are the intelligent entities that are able to 

respond to the user needs and relieve the user from being 
the controller of the system. Sensor nodes are physical 
entities that are able to read temperature, pressure, etc. 
from the environment. The sensor network is divided 
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into several regions due to spatial, topological, and 
deployment conditions. Moreover, each region is divided 
into several clusters based on queries, motes hardware, 
and data acquisition mechanisms. 

The proposed layered system architecture extends our 
previous work presented in [5]. The architecture consists 
of four layers: interface layer, regional layer, query layer, 
and data collection layer. The agents in each layer 
collaborate with each other to achieve their goals.  The 
agents on each layer coordinate with their upper layers to 
disseminate the data. This collaborative data 
dissemination retrieves the query results. 

At the interface layer, the interface agent interacts with 
the sensor network. At the regional layer the regional 
agent Ri, and the cluster agents Ci interact with each 
other through TCP/IP protocol; acting as a gateway 
between the sensor network and the traditional network. 
The regional agent sends the optimized query plan to the 
cluster agent Ci. At the query layer, the query agents on 
each cluster heads collaborate with each other to perform 
query dissemination and efficient in-network processing. 
Finally at the data collection layer, the n sensor nodes   
pull the data from the network and pass it to the query 
layer.  
 
3.1 Interface Layer 
 

The interface layer is operated by the interface agent 
(IA). The IA is responsible for accepting user queries, 
processing them and displaying the query results in the 
proper format. This agent provides graphical user 
interfaces to the user for submitting the queries and 
presents the results. The design of interface layer is 
application specific; it doesn’t depend on the size and 
complexity of the sensor network. This layer can be 
implemented by any traditional desktop or PDA systems.   

A user starts the interaction with the system by 
submitting a form-based query. When the interface agent 
receives it, the agent maintains the connection with the 
user (i.e. maintaining the HTTP connection with the 
user’s web browser).  

The interface agent contains three components: 
receiving RCV, request handler RQH, and service SRV 
component. Figure 1 shows an interface agent that 
contains RCV and SRV components, and r number of 
RQH components. The RCV component is a daemon 
process that receives all user requests at a specific 
TCP/IP port. The request handler component processes 
the user requests. It also formats the query results for the 
user. For each incoming user request, an instance of a 
RQH is created. The RQH component is the process that 
maintains the TCP/IP connection with the web browser. 
The interface layer interacts with the regional layer 
through the interface agent; the service component of the 
interface agent facilitates these interactions. The RCV 

component sends the queries to the desired regional 
agents; the results received from the regional layer are 
forwarded to the appropriate RQH. The interface agent 
can be described formally by its components, for r user 
requests, by the following equation: 
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Equation 1 shows that the RCV and SRV processes 

are always active; however, the number of RQH 
instances is not fixed; the value of r depends on the 
number of concurrent user requests. 
 
3.2 Regional Layer 
 

The regional layer is operated by two types of agents, 
namely: regional agents and cluster agents. The regional 
agents are located at the base station where as the cluster 
agents are located at the gateway of each region. Both 
types of agents communicate and collaborate with each 
other using TCP/IP protocol. 

Depending on the geographical conditions and sensor 
node density, a sensor network is divided into several 
regions. For each region there is a corresponding 
regional agent located in the base station. The regional 
layer of a sensor network of n sensor nodes, {S1, S2,…, 
Sn}, is divided into m disjoint regions, {R1, R2, …, Rm}, 
the division of regional agents can be formally 
represented by the following equations:   
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Equation 2 shows that a sensor node can be assigned 

to at most one region. Equation 3 shows that every node 
is assigned to a region. The regional agent is equipped 
with a powerful power supply or a direct power 
connection.  

Each region is divided into p clusters, {C1, C2,…, Cp}, 
the division of cluster agents can be formally represented 
by the following equations:   
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Equation 4 shows that the clusters are disjoint; a 

sensor node can belong to only one cluster and a cluster 



 

cannot be shared among different regions. Equation 5 
shows that every node of a region is assigned to a 
cluster. Figure 1 shows that each region contains n 
number of cluster agents. 

The cluster agents are statically assigned based on 
network topology and deployment conditions. For each 
cluster there is a corresponding cluster agent located on 
the gateway node. The regional gateway consists of two 
components: external and internal, as shown in Figure 1. 
The cluster agents uses the external component to 
interact with the traditional networks using TCP/IP and 
the internal component interacts with the sensor network 
using radio based active messages. The external and 
internal components are linked serially.  

The regional layer can be implemented by several 
techniques. For example, a PC that is attached with a 
mote, an Ethernet-programming board, MIB600, or a 
single board computer, stargate. The external component 
of regional gateway maintains the TCP/IP connection 
with the interface layer. The internal component of the 
regional gateway manages the routing and 
communication of radio messages from the query layer. 

The communication protocol is described as follows. 
First, the user submits the query to the interface agent. 
The interface agent translates the SQL-like query and 
disseminates it to the regional layer. At the regional 
layer, the regional agent accepts the translated query and 
injects it into the sensor network via cluster agent on the 
same regional layer. Once the results are obtained from 
the sensor network, the cluster agents collaborate to 
perform the local aggregation and pass the results to the 
interface layer through the regional agent. The regional 
layer acts as the bridge between the sensor network and 
the traditional network. 
 
3.3 Query Layer 
 

The query layer is operated by the query agents. For 
each node in the cluster there is a corresponding query 
agent. The query agents collaborate with each other for 
the query dissemination and efficient in-network 
processing. The query agent receives optimized query 
plans along with the queries submitted by the user from 
the regional layer via cluster agents. The query agents 
acquire the data and process it. The query agents 
maintains the consistency in the data, filtering of 
inaccurate and unwanted data, aggregating and 
processing of useful data, and then transmit the desired 
results. The query agents take turns in a round-robin 
fashion for sending the aggregated data to the cluster 
agent on the regional layer. The query agents 
periodically check to see if any node has failed to 
transmit the data. If this is the case, the query agents 

collaborate to overcome this discrepancy.  For example, 
if a few nodes did not respond to the query that needs an 
average temperature of the environment, the average will 
be computed using the available sensor readings; 
however, the confidence in the result will be degraded 
because of the non-functioning nodes. 

One of the main functions of the query agent is to 
receive the query packets from the regional layer via 
cluster agent.  Each query agent keeps track of the sensor 
type, sensors energy level, and node configuration which 
include sleeping and active times. The query agents 
share the information and collaborate with each other to 
generate a query dissemination plan for the member 
nodes. If the energy level of the sensor node falls below 
a certain threshold value, the role of a cluster head will 
be delegated to another sensor node. An algorithm to 
transfer the role of a cluster head is described as follows:  

 
• If Energy<δ, where δ represents the threshold value, 

the query agents collaborates to decide the new 
cluster head.   

 
• The query agent sends a broadcast message to its 

corresponding node informing the node about its 
designation as a new cluster head.  

 
• The sensor node associated with the older cluster 

head updates the address to the new cluster head.  
 
• The query agents for all the member nodes start 

working with the updated cluster configuration. 
 

The threshold value, δ, must be large enough to 
accommodate the broadcasts that are required to transfer 
the role of the cluster head. In each cluster, although not 
every sensor node is capable of becoming a cluster head, 
there can be several candidates for a cluster head.  

 
3.4 Data Collection Layer 
 

The data collection layer is controlled by the deployed 
sensor nodes. This layer is responsible for acquiring the 
data from the network.  The sampling rate of data 
collection depends on the query plan provided by the 
query layer. The data collection layer processes the raw 
data and transmits it to the query layer. The query agent 
adjusts the sampling interval of each node according to 
the expected accuracy, current energy level, type of 
query and type of application.  
 
 



 

 
 

 
 
4. Application Example 

To demonstrate our proposed system, a sensor 
network application is implemented using 18 mica2 
motes. The mica2 motes are attached with MIB310 
sensor boards. The application monitors temperature, 
light, and mobility in two buildings: Carnegie Hall (CAR) 
and Huggins Science Hall (HSH) at Acadia University, 
Wolfville, Nova Scotia.  

Each building represents a region and each region is 
provided with a gateway node. In our example, the 
gateway node is a mica2 mote connected to a PC. The 
regional agents are located in CIDS lab on the base 
station, CAR 205. The sensor nodes are placed in rooms 
CAR 406 and CAR 410, as shown in Figure 2. The 
sensor nodes for HSH region are placed in HSH 402 and  

 
 
 

HSH 403. For simplicity, we placed four mica2 motes 
in each of the rooms. Three different conditions are 
considered in each of the region corresponding to CAR 
and HSH and described as follows: normal room 
temperature, higher than normal room temperature, and 
lower than room temperature.  

The IA is running on a PC with IP address 
192.162.166.192 located in room CAR 205. The 
receiving process of IA is managed by a web server 
which is implemented in Java. For each incoming user 
request, an instance of the request-handler process is 
created in a separate thread.  

The query plan along with the query arrives at the 
query layer through the external component of the 
regional gateway node. The regional layer’s cluster 
agents disseminate the query packets to the query agents; 
the query agents then send a request to the nodes on data 
collection layer to extract the data for the network. 
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Figure 2: Agent and sensor locations



 

The data collection layer gathers the data and passes 
it to the agents on the query layer. Query layer agents 
analyse the network data to maintain consistency and 
filter inaccurate and unwanted data. The data packets are 
then sent to the regional layer. The regional agents on the 
regional layer perform data aggregation; the aggregated 
results are sent to the interface layer where the IA makes 
the data available for the user and displays it on a web-
based interface. 

One of the mica2 motes, which acts as a base station, 
is connected to the PC located at CAR 205; the current 
IP of the base station is 192.162.135.5. The regional 
agents for CAR and HSH are located on the base station.    

 
 

5. Implementation 
 

A prototype of a web based monitoring application 
was implemented. Figure 3 shows a screen shot of an 
interface provided by IA. Through this interface, a user 
is allowed to submit a SQL-like query. The HTML input 
text fields are used to enter the threshold values for the 
sensor readings.  

 

 
Figure 3: Interface agent interface 

 
The user in room 403 sends the query “SELECT 

TEMP FROM sensors WHERE TEMP > 0 AND 
PHOTO >100”. The service process of IA forwards the 
query to the regional layer. The service process is 
implemented as a Java RMI server; which is available at 
rmi://131.162.135.56:9090. The regional agents on 
regional layer located on the base station collaborate 
with each other and create separate query plan for each 
of the regions. The regional agents then send the query 
plan to the query layer of their corresponding regions. 

In this implementation, three mica2 motes (mote1, 

mote2, and mote3) that are attached with MIB310 sensor 
boards are used to monitor temperature. The fourth 
mica2, mote0, acts in a base station and is connected to 
the PC. Three different conditions are created as follows: 
the first mote, mote1, is in a normal room condition, the 
second mote, mote2, is in a warmer condition under a 
table lamp, and mote3 is in a darker condition in the 
drawer.  

The HTML input text fields are used to enter the 
threshold values for the sensor readings. As MIB310 
supports sensors that detect or measure light, 
temperature, motion, and metallic objects, the input text 
fields are described as follows: photo is for light, temp is 
for temperature, accelX and accelY are for motion, magX 
and magY are for a metallic object. For the MIB310, as 
the values are in a generic form, they do not relate to 
actual physical units. However, for more accurate and 
actual physical units, MIB400/420 should be used. 
Moreover, for debugging purposes, the values are 
entered in hexdecimal notation.  For demonstration 
purposes, only an AND operator is used in the WHERE 
clause. 

Figure 4 shows sample results for the above query. 
The results show the previous 10 readings received from 
all the sensors; the readings are in hexdecimal notation. 
In addition to that, the query can be adjusted according 
to the request. For example, a query would be to retrieve 
the most recent, average, maximum, or minimum value 
from any or all of the sensors. 

 

 
 

Figure 4: The query results shown by IA 
 
 



 

 
6. Conclusions and Future Work 
 

This paper presented our ongoing research to develop 
a layered system architecture using agents for wireless 
sensor networks. The system facilitates the main 
characteristic required to provide efficient data 
dissemination, where sensors are deployed in a large area 
with limited power. A prototype of the system is 
implemented at Acadia University, using Java.  

Currently, we are investigating and comparing 
different techniques for the election of cluster agents. In 
addition to that, we are incorporating machine learning 
techniques. In the future, we are planning to incorporate 
the energy level of the cluster agents in the query 
dissemination plan. 
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