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Abstract

Wireless sensor networks (WSNs) are used for various
ubiquitous and pervasive environments. A few com-
mon applications are security, agriculture, automation,
and environmental monitoring. This paper provides
the software architecture and design to develop a web-
based application to query a wireless sensor network.
A model-view-controller architecture is used to develop
a generic web-based application. This application can
act as a template to develop a simple interactive web-
based tools for WSN-based technologies. The architec-
ture is applied to design two monitoring protocols: con-
tinuous monitoring (CM) and query-based monitoring
(QM). In CM, the application is designed for a specific
query; however, in QM, the network is interactive and
different queries can be sent.

1. Introduction

Wireless Sensor Networks (WSNs) are an emerg-
ing technology with a very diverse range of applica-
tions. These applications range from monitoring grow-
ing conditions of large farm fields to monitoring the
operation of equipment in automated manufacturing fa-
cilities [4, 5]. Although the particular applications of
WSNs vary greatly, they all share the same problem
that is inherent when using the technology, battery life.
The individual nodes of a wireless sensor network are
called motes. Because many applications require that
the motes are placed in remote and inaccessible lo-
cations, simply changing the batteries when they die
can be difficult or impossible. This places a high pre-
mium on battery life. As the battery consumption is
very high during radio transmissions, the communica-
tion protocols should be designed to optimize the num-
ber of transmissions, which will result in reduced bat-
tery consumption. Moreover, the extended network life
can be achieved by cross layer optimization that will

span over several layers such as application, database,
and network [11, 14].

As web is widely used for ubiquitous, pervasive,
and seamless applications. We propose a web-based
architecture to design applications that require WSN-
based technology. The proposed framework provides
details for the complete protocol stack, which covers
application, database, and network layers. As the de-
sign incorporates standard software architectures and
open-source software tools, the design is simple, robust,
as well as scalable.

The remaining paper is organized as follows: Sec.
2 describe a few related strategies for database and rout-
ing in WSNs. Sec. 3 describe the two protocols that are
implemented for the prototype application. The archi-
tecture and design are described in Sec. 4. The imple-
mentation details are illustrated in Sec. 5. Finally, Sec.
6 concludes the paper.

2. Related Work.

The database approach is widely used for WSNs.
Madden et al. [10] have implemented an acquisitional
query processing system for sensor networks. This ap-
proach provides a declarative interface for the data col-
lection and in-network aggregation. Yao and Gehrke
[15] proposed a layered architecture consisting of ap-
plication, routing and query proxy layers. The query
proxy layer is present on each sensor node and connects
the application and routing layers.

For energy-efficient routing, cluster-based ap-
proaches are quite common for habitat and environ-
ment monitoring. For instance, Heinzelman et al. [7]
describe the LEACH protocol, which is a hierarchi-
cal self-organized cluster-based approach for monitor-
ing applications. Based on time division multiple access
(TDMA), the sensor nodes transmit data to the clus-
ter heads, which aggregate and transmit the data to the
base station. Directed diffusion and its variations are
used for event-based monitoring. Intanagonwiwat et al.



[9] describes a directed diffusion protocol where query
(task) is disseminated into the network using hop-by-
hop communication. When the query is traversed, the
gradients (interests) are established for the result return
path. Finally, the result is routed using the path based
on gradients and interests. Braginsky et al. [1], a vari-
ation of directed diffusion, use rumor routing to flood
events and route queries; this approach is suitable for a
large number of queries and a fewer events.

Gay et al. [6] identifies a few software design pat-
terns in the implementation of TinyOS. Due to real-
time environment and memory constraints, the objects
are statically allocated and the software components of
TinyOS are quite unique as compared to traditional soft-
ware components and design patterns.

In this paper we provide the architecture and de-
sign for implementing web-based applications for sen-
sor networks. The focus is on scalable creation of web-
based tools and applications for sensor networks. For
a proof-of-concept implementation, the techniques and
protocols used for database and routing layers are quite
generic; however, the architecture and design can be ap-
plied for more advanced routing protocols.

3. Protocols

This section describes two communication proto-
cols for sensor networks.

3.1. Constant Monitoring Protocol

The simplest communication protocol for a WSN is
the constant monitoring (CM) protocol. The CM proto-
col is implemented by taking sensor readings at a con-
stant interval and transmitting those readings over the
radio. This type of protocol has the advantage of be-
ing very simple and supplying a very constant and reli-
able stream of data. It is, however, incredibly inefficient
from a power point of view. With this protocol, the ra-
dio is always on and transmits a large amount of data
whether it is required or not. Another weak point in the
basic CM protocol is that the frequency at which the
sensors are polled is fixed.

3.2. Query-based Protocol

While the CM protocol is easy to understand and
implement, it cannot be very efficient. This is primar-
ily because the radio always has to be in anon state in
order to receive new instructions from the base station.
On the other hand, if the radio is turned off when the
mote is not sending, the mote cannot receive any packet.
Consequently, the poll frequency cannot be changed.

This problem is solved by using a Query-based protocol
(QP).

A QP protocol takes a different approach to WSNs
than a CM protocol. Instead of constantly monitoring
the environment and reporting readings at a regular in-
terval, the motes will respond to queries for the speci-
fied duration. The information contained within these
queries allows power consumption optimization for the
duration of the query. For example, a sample query
could be as follows:

SELECT all sensor readings,
POLL 100 times,
INTERVAL 60000 ms,
WHERE temperature > 25;

This query requests motes to poll the sensors 100 times
and have an interval of one minute (60000 ms) between
successive sensor polls. Additionally, the mote should
only transmit the readings if the temperature value is
greater than 25 degrees. These query parameters can
significantly reduce the battery consumption. First, it
allows the adjustment of the polling frequency. Addi-
tionally, because the duration of the polling is known,
the radio can be turned off when there is no need of
transmission. Once the query is completed (i.e. all 100
polls have been completed), the radio is turned on to
listen for another query. Finally, if the data readings
are below a certain threshold value, there is no need
to transmit a packet. It shows that carefully structured
queries have the potential to result in massive power
savings. As transmitting and receiving take a huge
amount of power, their reduction is an easy and incred-
ibly effective way to enhance battery life.

4. Architecture and Design

In this section we describe the architecture and de-
sign for a web-based WSN application. Although Java-
related technologies are used as examples, the approach
can be applied and extended for any framework, such as
Micrsoft’s .NET environment.

4.1. Model-View-Controller (MVC)

The Model-View-Controller (MVC) architecture is
used to design an application. This means that no ap-
plication logic is implemented in the Java Server Pages
(JSPs); they solely contain view logic. Instead, the JSPs
receive information via forms and pass the data to a con-
troller servlet. The controller then performs the required
task, such as getting data from the data model. It will
then hand control back to a JSP that will display the
results.



In order to facilitate the Controller Servlet’s ac-
cess to the data model, a framework similar toHi-
bernate[8] should be used. The usage of framework
will facilitate the interaction with the database. More-
over, the controller will be independent of any particu-
lar database management system. For instance, the Hi-
bernate Framework could be used to interact with the
database. Hibernate is an open source Object/Relational
service that allows the database tables to be treated
as plain old Java objects (POJOs). This is accom-
plished through a mapping XML file in which the ta-
bles are related to POJOs, and table columns to vari-
ables with appropriate getters and setters in the POJO.
Hibernate also provides an SQL-like query interface to
the database. Instead of returning result sets like JDBC,
Hibernate returns lists of these mapped POJOs. This
makes maintaining a fully object-oriented designed ar-
chitecture much easier.

4.2. Data Model

An Entity-Relationship (ER) model is used to de-
scribe the data model. Although not shown in this
paper, the UML class diagrams can be created corre-
sponding to an ER digram. Figure 1 shows an Entity-
Relationship diagram of the database used in this ap-
plication. TheMotesentity represents client motes that
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Figure 1. Database Entity-Relationship Dia-
gram

send readings to the web application. TheSensorsen-
tity represents the sensors that each mote may have.
These sensors are given anid number in the client mote
code and that must match up to theid of the sensor in
the database. TheReadingsentity represents a sensor
reading that was received by the web application; it ref-
erences both the mote and sensor entities. In fact, the
instance of aReadingentity cannot exist without both a
mote and a sensor. In terms of Entity Relationship dia-
gram,Readingis a weak entity whose owners areMotes
andSensors.

The software written for the client motes is de-
signed using a combination of both the constant mon-
itoring protocol and query based protocol. When the
motes are first started they default to a CM protocol
with a poll frequency of one minute. This is a rela-
tively neutral starting state and will suffice until the first
query is issued. Moreover, it provides the easy inte-
gration of a new node into a network. Once a query is
received from the base station, the motes start using a
QP protocol. Figure 2 shows a graphical representation
of the states of the client motes. At start every mote
is in constant-monitoringstate. Then, after receiving
a query packet, the mote acquires aquery-basedstate.
A mote will remain in the query-based state until it has
not monitored all the required polls (samples). It should
be noted that the mote will acquire the samples depend-
ing on the number of polls specified in the query; how-
ever, the number of transmissions will depend on the
selection criteria. Once all the specified polls are done,
the mote goes back to constant-monitoring state. Now,
in the continuous monitoring state, the mote will again
start listening for the incoming query packets.
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Start

Figure 2. Client Mote State Diagram

The query packet contains information such as poll
frequency, poll count and threshold values for the sen-
sors. During the duration of the query, the radio is
turned off when there is no need for transmission, to
conserve power. This means that no other queries can be
received until the currently active query is completed. If
desired, a query can be issued that will send the client
back to using the CM protocol.

4.3. View

There are a few web pages (JSPs) to be included
in the web application. The required JSPs and their de-
scriptions are as follows: a)Start - the start page for
the application, this page contains the layout of the site;
b) Meta-data - this JSP contains various declarations
that are used by all other JSPs; c) this page is included
in each of the JSPs; d)Default - it contains a welcome
message; e)Add Mote - it contains the form to add
a mote to the WSN; f)Query - it contains the WSN
query interface; and g)Mote View - it contains the data
visualization information.



5. Implementation

This section outlines the design of the QP protocol
implementation for a web application. The web applica-
tion is an indication of the potential opportunities when
developing WSN user interfaces. It is by no means au-
thoritative; however, it provides a simple query inter-
face, graphs, as well as tables to display the data re-
ceived by the client motes.

5.1. External Software

The motes used in this sample implementation are
the Tmote Sky model by Moteiv. One mote is plugged
into the server computer and acts as the base station.
The remaining motes are distributed around an area and
act as the remote sensors. On the server side, many soft-
ware packages are used to build the web application and
database back end. They are: a) Apache Tomcat [13],
the servlet container that the web app is deployed to, b)
PostgreSQL [12], the Database Management System to
store the information collected from the motes, c) Hi-
bernate [8], Object/Relational helper used to map ob-
jects in the web application to the data in the database,
d) Cewolf [2], generates charts on the fly for data visu-
alization.

5.2. Server Software

Three main components comprise the server for
this application. The first is the DBMS which will be
used to store the data received from the client motes;
PostgreSQL [12] is used for this example. Secondly, a
servlet container must be used to host the web appli-
cation; Apache Tomcat [13] is used in this case. The
third major component is a working TinyOS [3] envi-
ronment and a connected mote to act as a base station
for receiving data from the client motes. Once all three
of these components are installed and configured, the
server components can be installed.

The mote that is to act as the base station should
be programmed with theTOSBaseapplication that is
included with the TinyOS distribution. This program
is designed to filter out all packets that do not include
the proper groupID to ensure that the client motes are
programmed with the same groupID as the base sta-
tion. As previously mentioned, the DBMS used for
this example is PostgreSQL. However, this can be eas-
ily substituted for any other relational database. The
only modifications necessary for such a change would
be to the DB creation SQL script, the hibernate config-
uration, and mapping files included in the web appli-
cation. The Tomcat servlet container is chosen for its

popularity, ease of deployment and price. However the
web application can be deployed with any servlet con-
tainer. There are no Tomcat specific extensions in the
design or creation of the web application.

5.3. Application View

The pages recommended in Section 4.3 are used for
the application development. One of the primary bene-
fits of using TinyOS is its excellent integration with the
Java programming language. TinyOS’s primary method
of integration is achieved through its Message Inter-
face Generator (MIG). MIG is a tool included with the
TinyOS distribution that takes in the specially format-
ted header file for the application, extracts information
regarding the format of the packets that can be sent or
received by the application, and creates a Java class that
represents that packet. These Java classes can be used in
the server side application to send and receive messages
from the WSN, without having to worry about the for-
mat. Other Java libraries are included with the TinyOS
distribution that allow to send and receive messages.
These libraries use the classes generated by the MIG as
their input and output. These libraries, combined with
the MIG, enable easy communication between any Java
application and WSN.

The query interface for the web application pro-
vides all the necessary fields mentioned in section 3.2.
Once a query has been sent to one or more motes in the
WSN, the motes will not respond to any more queries
until their current query is completed. Because of this,
the queries should be carefully designed before submit-
ting to the WSN; otherwise, the WSN will be unrespon-
sive for a large amount of time. Another feature of note
in the query interface is the ability to revert the WSN
back to using a CM protocol as described in section 3.1.
Issuing a query like this still allows to specify threshold
values for the sensor readings, as well as sensor poll
frequency. This allows to have fine grained control over
the CM protocol.

Data Visualization. There is no doubt that data vi-
sualization is the most important part of a WSN mon-
itoring application. It is in this section of the appli-
cation where the raw data obtained from the WSN is
converted into something useful for the user. The data
visualization portion of this web application is an ex-
ample of what is possible in this regard. Figure 3 shows
the various components of this interface. The top-most
portion of the figure contains a table which shows you
the description of the mote currently being displayed,
as well as drop down menus to choose which sensor to
view and for what window of time to display. Because



Figure 3. Sample Data Visualization

WSNs can generate an incredibly large amount of data
over an extended period of time, being able to filter the
data displayed becomes increasingly important. A more
complex application could expand on the simple time
filtering presented here and add such filters as threshold
values and pattern matching.

The lower part of this interface contains a chart of
the data required. Although presenting sensor readings
in a pure tabular form can be useful, it becomes much
easier to understand and visualize the data when it is
in graphical form. To perform the graphing function-
ality, the CeWolf open source library was used. This
library allows various types of graphs and charts to be
generated on the fly and inserted into JSP pages. This
is a much nicer solution than constantly creating tem-
porary files, displaying them in the application and then
deleting them. The CeWolf library also has the ability
to create many other types of charts. A more sophis-
ticated web application could, for example, overlay the
data from many motes on top of each other so they could
be very quickly compared.

6. Conclusion

This paper outlines an architecture and design of
a web-based application for sensor networks. The pro-
posed design is used to implement a sample application
for a query-based protocol. The techniques described in
this paper are, however, in no way meant to be a defini-
tive guide on how to design a WSN. For example, more
comprehensive database approaches and routing proto-

cols can be incorporated in implementing a web-based
application.
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